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Enterprise SIEMs only have

detections for an average of \
Based on aggregate O
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Organizations are ingesting enough .==... ...
data into their SIEMs to cover . .-... ..

SIEM data encompasses an average 0f259 types of logs
and nearly 24,000 unique log sources
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Executive Summary

Every year, the pace of threat actors accelerates and the complexity
of the average cyber attack increases. This raises the stakes for detection programs—

and the expectations for Security Information and Event Management (SIEM) systems.

I9IMNX NX YMJ *KYM JINYNTS TK YMJ (FWINSFQ4UX 8YFYJ TK 8
\J FSFQA"_J F WFSLJ TK UWTIZHYNTS 8.*2 JS[INWTSRJSYX FSI J
health, and overall performance of enterprise threat detection programs.

4[JW YMJI "IFWX \Jc[J KTHZXJI TS IJXYFGQNXMNSL GIJSHMRFWI
IJYIJHYNTSX UWT[NIJ YMWJIFY HT[JWFLJ KTW 8JHZWNY”" 4UJWF
84( YIJFRX HFS KTHZX TS NRUWT[NSL IJYJHYNTS UTXYZWJ &S
J[TQZYNTS FSI XNLSN*HFSY NS[JXYRJSYX 8.*2X FWJ TKYJS S
TUYNRN_JI \MNHM WJXZQYX NS ZSIJWUJIJWKTWRFSHJ NS YMJN
threats and facilitating response and remediation.

‘ "Iany organizations still struggle with the gap between the promise of SIEM

technology and the reality of its deployment, often due to underestimating
f% KQH Q)H k AQtfkt s%)t kfQkf%H kaH kGa)

T p%t)fek £)zQtkfQk?QQ @ bzkoAp kQ kf% k 170
Practical Tips for SIEM Migration Success in 2024

IMNX "JFWcX *SINSLX WINSKTWHJ F YMJRJ FHWTXX FQQ *|
detection coverage is still far behind expectations when measured against

MITRE ATT&CK techniques &S1 IJXUNYJ TWLFSN_FYNTSX KJJINSL Y
RTWJ IFYF YMFS J[JW YMJ"AcWJ STY XJINSL F HTRRJSXZWF
2JFS\MNQJ YMJ UIJWXNXYJSHJ TK GWTPJS WZQJX NS 8.*2 .
F MZLJ WNXP \MJWJ FHYN[J YMWJFYX HFS LT ZSSTYNHJI

I9MJ HTS+ZJSHJ TK YMJXJ KFHYTWX HWJFYJX F UJWHJUYNT
teams that poses risks for their detection program and general security posture.

© 2025. CardinalOps. | CardinalOps.com



https://series.brighttalk.com/talk/18282-610269/

Only have detections for \
This year’s data O
shows that, on average, O

enterprise SIEMs:

9MNX RIJFSX YMFY TWLFSN_FYNTSX FWJ QFHPNSL IJYJHYNTS
KTW F XYFLLIJWNSL TK YIHMSNVZJX FHWTXX YMJ &99 (0 K!

Are ingesting enough data to potentially cover !
0) r
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IMNX WI+JHYX F MZLJ LFU GJ¥atadlS YMITWJIYNHF

threat coverage, and a poor return on investments
YT TUIWFYNTSFQN_J 8.*2 IFYF KTW I1JYJHYNTS UWakeW FRX

0%

IMNX RIFSX YMFY NXXZJX XZHM FX RNXHTS*LZV
RNXXNSL *JQIX FSI UFWXNSL JWWTWX UWJ[JSY
\MJS F QJLNYNRFYJ YMWJFY NX NS YMJ JS[NWT:

<J FHPST\QJILJ YMFY KZQQ 2.97* H LJ TK 2.97* &99 (0 NX STY _
UWFHYNHFQ 9MJ KWFRJI\TWP \FX SYJSIJI YT JSHTZWFLJ HT[IW
YX UZWUTXJ NX YT MIJQU TWLFSN X NIJSYNKA WIQJI[FSY FYYFHPJIW
XJJS NS YMJ \NQI FSI YWFHP UWTL) TVFWI HT[JWNSL YMTXJ YMWJF

Looking at the data over time, that progress is moving m slo
than most organizations would expect, hovering around 20% ach __éa

of our study.

© 2025. CardinalOps. | CardinalOps.com




What are the reasons for the gap between actual and expected coverage?
Several factors are at play:

. Adversaries’ Increasing Sophistication
I9MJ FI[IWFLJ QJ[JQ TK XTUMNXYNHFYNTS TK YTIFAcX FIJTIWXFWNJX MFX NSHWJFXJI IWFRF
(TRUQJ] RIYMTIX QNPJ RZQYN XYFLJ FYYFHPX UTQARTWUMNH RFQ\FWJ FSI SZFSHJI IJH
HTRRTSUQFHJ 9MJ FITUYNTS TK &. YTTQX MFX FOQXT FHHIJQJWFYJlI YMJ UFHJ FY \MNHM F
to exploit their targets.

. Growing IT and Security Complexity
9MJ FITUYNTS TK RZQYN HQTZI FSI MAGWNI FWHMNYJHYZWJX MFX YJSIJI YT T[JW\MJQR 8
JSINWTSRJSYX 8UWF\QNSL NSKWFXYWZHYZWJ QJFIX YT KWFLRJSYJI IFYF WJUTXNYTWNJ
J[IJSYX YT GJ RNXXJlI 9MJ UWTQNKIWFYNTS TK &5.X FSI HQTZI \TWPQTFIX RTWJ LISIWFQ
UWJIXXZWJ TS 8.*2 YIFRX YT HWJFYJ ST[JQ SJ\ WZQJX &SI FYYFHPJWX HFS \JFUTSN_J Y|
engineering processes.

. Detection Engineering Bottlenecks
JIYIJHYNTS JSLNSJIJWNSL NX F WIQFYN[JQ” SJ\ INXHNUQNSJ YMFY NX XYNQQ WJIQNFSY T
<JcWJ QJFINSL YMJ HMFWLJ YT XYWJFRQNSJ YMJXJ UWTHJXXJX -T\J[JW TWLFSN_FYNTS
“artisanal” approaches focused on individual craftsmanship in favor of more mature “industrial” approaches focused on
HTSXNXYJSY XHFQFGQJ UWTHJIXXJX YMFY HWJFYJ YJXY FSI IJUQT”A MNLM *IJQNY” WZQ

TSX YT N

Y YIJFER
HJ 5WJIXN

NY” JRGV
PX YMFY
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Dating back to our initial 2021 report,
the full sample of our analysis over
f% kgazfkEE£ k2 atzk)Hp@ % z7

Methodology

This report focuses on data from

live production SIEM environments,
ELEWILEY. NS ES] FSTS"RN__NS'
HTS*LZWFYNTS RIYFIFYF FHWTXX F \NIJ

array of deployments. This gives us

a quantitative lens to examine the

current state of detection coverage

NS RTIJWS 84(X KTW MNLMJW *IJQNY~”?
conclusions compared to mere

survey data analysis.

O9MJ TWLFSN_FYNTSX NS TZW XFRUQJ IFYF
JSYIWUWNXIX \NYM LQTGFQ TUIJWFYNTSX F
TK ITQQFWX NS WJ[JSZJX 9MJ FIINYNTS TK

data reinforces the depth and breadth of our dataset,
making it the largest recorded sample of real-world SIEM

data ever analyzed.

© 2025. CardinalOps. | CardinalOps.com

& IN[JWXJ WFSLJ TK JSYIJWUWNXJ 8.*2 UQFYKTWR
2NHWTXTKY 8JSYNSJQ (WTVI8YWNPJ 1TL8HFQJ F
(MWTSNHQJ FHWTXX F \NIJ [FWNJY”? TK IJUQT"R

4 [ J 8,000 unique detection rules

Nearly 2.5 million total log sources , across several

hundred log source types

iNWYZFQQ”N J[IJWAN NSIZXYWANA [JWYNHFQ NS YMJ LQ
JSIWLA ZYNQNYNJIX *SFSHNFQ XJW[NHJX RFSZK
and legal services, media and telecommunications, managed

XIJHZWNYN XIW[NHIX UWT[NIJWX 2885X

FSI RFS




The Evolving Roles
of SIEM and MITRE ATT&CK
for the Modern SOC

A great team with an average SIEM will run circles around the average team

a)f%kak t 4fk™I1*e5

from “Detection Engineering and Scalability Challenges (Part 2)”

The quote above reinforces the core idea that a SOC boils down 9MJ 2.97* &99 (0 KWFRJI\TWP NX FQXT LTNSL XYWTSI
to people, process, and technology, with technology listed last TK YMNX WJUTWYcX UZGQNHFYNTS YMJ QFYJXY [JW
intentionally. 9JHMSTQTLA RIWJIQ" JSFGQJX YMJ UJTEQYRHP YWMIYBHMSNVZIX FSI XZG YIJHMSNVZJX

YT NRUQJRJISY YMJ XIJHZWNY"N UWTHJIXXJIX Y TYW WTQZN MIT X ¥1 NN X YWWRTILY KTHZX TS [ FX YMFY \
FSI FHMNJ[J TGOJHYN[JX 9MFY XFNI YMJ YJHMSTSALTYMRFSFRNXNNS MTZSI1JI NS YMJ KWFRJ\
it enables best practices (processes) and supports the team (people) goal remains unchanged-to help defenders align their defenses

by streamlining or automating toilsome tasks to free up resources FSI UWJUFWJ YT IJYJHY FSI UWJ[JSY F \NIJ WFSLJ T

KTW MNLMJW QJ[JQ XYWFYJLNH UWTOJHYX FSI UWTHJIZWJX 995X TGXJWI[JI NS WIJFQ QNKJ FY)

While far from perfect, SIEM technology has been around for nearly S2WIFY 84( YIJFRX HTSYNSZTZXQN XJIP \FAX YT WJ*SJ
three decades for good reason. It remains the central operating UWTHJIXXJX YT FHMNJ[J YMJIJNW TGOJHYN[JX 2FUUN!
XAXYJIJR TK YMJ 84( =)7 MFI NYX RTRJSY F KIJYTJIFWIX2FQT* &99 (0 KWFRJI\TWP LN[JX 84( YJFRX F X
GZY J[JS YMJ RTXY FI[FSHJI UQFYKTWRX QFHRPI[YWXHAWIWVEBNWINHQ Q3&X YMFY JSMFSHJIX YMJ NIJS
YT JKKIJHYN[JQ” IJYJHY HTRUQJ] FYYFHPX TSFSFWILSYN|PRPQOQN SFUYNWUORNXIFYYFHP YIJHMSNVZJX J
server infrastructure and legacy data architectures. The rise precise detection and response.

of cloud environments has stretched the traditional SIEM model,
forcing a shift from monolithic to modular XA*XYJRX \NYM +J]N-IC-VKI'\6 IQ(\M‘NX WIUTWY FSIYMJI (FWINSFQ4UX UQFYKTW

YT IJHTZUQJ HTRUTSISYX KTW HTXY TUYNRNEEY NG SRR QYR Yk AR FWI FS TWLFESN_FYNTScX

* <
YT NRFLNSJ 84(X HTRUQJYJQ”™ FGFSITSNSL Ylf/l‘?] IZ]SFJJ\NI—bT"[IﬂgVLFIYJJI-'I:KzSY FBWJXJSHJ TKFY QIFXY T
WZQJ RFUUJI YT F 2.97* &99 (0 YIJHMSNVZJ FSI HT[J

FX YMJ UWTUTWYNTS TK YIHMSNVZJX \NYM HT[JWFL
&99 (0 YIHMSNVZJIX

premise of SIEM technology.

© 2025. CardinalOps. | CardinalOps.com n


https://medium.com/anton-on-security/detection-engineering-and-soc-scalability-challenges-part-2-6d2cf83a8467
https://softwareanalyst.substack.com/p/market-guide-2025-the-rise-of-security

In our 2025 sample analysis,
Enterprise SIEMs only have
detections for

2%

.S TYMIW \TWIX Tdbmt R&/sl defeetisS X

Threat Coverage,

Log Volumes for 78% of MITRE ATT&CK \MNHM WJUWJIXJSYX SJFWQ” YIJHNWN
and Sources

NS YMJ [ KWFRJ\TWP

<MJS SFWWT\JI IT\S YT RTXY KWJVZJISYQ”" ZXJl YIHMS|
NS FHYZFQ TGXJWI[JI FYYFHPX TWLFSN_FYNTSX XYNQ
for 4 of the top 10 techniques .

Meanwhile, SOC teams
are ingesting enough data to cover

0%

This encompasses an average of over 250 log source types
FSI SIFWQ”* ZSNVZJ QTL XTZWHJX UJW TWLFSN_F

© 2025. CardinalOps. | CardinalOps.com [¢]




<MNQJ \J KZQQ" F H PLBOPA Qpidrade 1 NDE Y 8TRJ LTTI SHAX

a realistic goal for any SOC, leading teams track their

coverage to illuminate areas for improvement and monitor
score
UWTLWJIXX &SI KTW YMTXJ \MT XF~ YMFY YMJ YTU YJHMSNVZJIX

FHHTZSY KTW YMJ [FXY RFOTWNYA TK TGXJwW[JI FYFYRLPKM J GJSHMRFWP FHWTXX FQQ

TZW FSFQAXNX XMT\X YMFY TS F[JWFLJ 8.*2X TSQPFYF IFYNSL GFHP YT
MF[J IJYJHYNTS WZQJX KTW TK YMJ YTU YIJHMSNVZJX

8YNQQ YMNX AJFWcXtheSwd®k pRodictod SYEMESYmissing rules for over three fourths of potential attacker

technigues 9MNX "JFWcX RNSTW NSHWJIFXJ NX GJYYJW YMFS ST UWTLWJXX FY FQQ GZY TWLF
NS JJUFSINSL HT[JWFLJ YT *QQ YMJ LFUX .K ATZ FXPJI F WFSITR XFRUQJ TK 84( QJFIJWX \NM\
YMINW 8.*2 HFScY IJYJHY TSQ” YMJ RTXY UIJXXNRNXYNH TW GWZYFQQ™ MTSJXY \TZQI XF”

GJY\JJIS UIJWHJIN[JI FSI FHYZFQ YMWJFY HT[JWFLJ

Average of 23,746 unique log sources
2JFS\MNQJ YMNX "JFWcX FSFQAXNX WJI[JFQX F RTWJ SZFSHIJI
GZY HWNYNHFQ LFU GJY\JJS FHYZFQ HT[JWFLJ FSI UTYJSYNFQ
coverage score based on the telemetry teams are ingesting Related growth

into their SIEM.

4S F[IJWFLJ YMJ 8.*2X \J FSFQverape diSLIXYJIl FS

23,746 log sources across 259 unique log source types,

representing 18% and 30% respective increases over
lastyear 9MNX NX STY SIJHIXXFWNQ”A XZWUWNXNSL YMJ LWT\NSL

complexity of IT infrastructure naturally expands both
YMJ YIQIRIYWA KWTR SJ\ NSKWFXYWZHYZWJ HTRUTSJSYX
FSI YMJ XJHZWNYA YTTOX ZXJI YT UWTYJHY YMJIR &SI NvYc<D AGserFge types

KTW TWLFSN_FYNTSX YT GWNSL YMJXJ QTLX NSYT YMJIJNW 8.*2
30%

Related growth

to get more visibility.

-T\J[IJW YMJ KFHY YMFY TWLFSN_FYNTSX MF[JScY XJ
a commensurate increase in their coverage scores indicates
YMFY TWLFSN_FYNTSX FWJ STY LJYYNSL XNLSN*HFS

investments in expanding their SIEM data ingestion.

© 2025. CardinalOps. | CardinalOps.com



05

Rule Health,
Quantity, 8

This year we found that

0%

of an organization’s
SIEM rules are broken

AWLFSN_FYNSB8&KsMHFI
their SIEM on average, so roughly

TK YMTXJ WZQJX FWJScY K
risking undetected threats that persist

until irrevocable damage is done.

© 2025. CardinalOps. | CardinalOps.com

Broken rules are a serious risk, especially when they go unnoticed 9MJ 84 (

HTZQIl GJ GOQNXXKZQQ" ZSF\FWJ TK FHYN[J YMWJFYX QZWPN
YMINW YNRJ ;FQZFGQJ IJYJHYNTS JSLNSJIWNSL WIXTZWHJ!
YMJIJR NS YMJ *WXY UQFHJ XT \MJS KFHYTWNSL NS YMJ WNX|
broken rules actually have anegative 74 .

IMJ UIJWHJISYFLJ TK GWTPJS 8.*2 WZQJX MFX +ZHYZFYJI KWT
TZW FSFQAXNX <J XF\ XYJFI® NRUWT[JRJSYX KWTR YT
KJ\ AIJFWX TK YMNX WJUTWY KTQQT\VJI G F XQNLMY WJLWJX
IMNX "JIFWcX *SINSL NX YMJ QT\JIXY \Jc[J XJJIS YT IFYJ <I
variations could be attributed to sampling differences, the overarching positive

YWJISI WI+JHYX NSHWJFXJlI RFYZWNYA TK IJYJHYNTS JSLNSJ

2JFS\MNQJ YMNX "JFWcX IFYF HTSYNSZJX F YWJSI TK XYJFI
NS YMJ VZFSYNY” TK UWTIZHYNTS 8.*2 WZQJX 9MNX ~JFW Y|
HTRUFWJI YT OIMNX NX F HZWNTZX *SINSL <NYM NSHWJF
FSI XUWF\QNSL .9 NSKWFXYWZHYZWJ JJUFSINSL FYYFHP XZW
\TZQI GJ YT PJJU ZU G” FIINSL RTWJ IJYJHYNTS WzZQJX 'ZY |
IMNX XJIRX YT WIJUWIXJISY F XMNKY YT\FWI VZFQNY”" T[JW V

4S]) TK &SRIDSEXNJI\JII G Q Tthat thé discipliné of detection

JSLNSJIJIWNSL fWI\WNYJIX YMJ HQFXXNH 84( GZNQINSL MFSIG
TS IJYJHYNTS VZFQNY” KWTR YMJ XYFWY g 8NRNQFWQ” QJF
are embracing detection philosophies rooted in “immutable artifacts g YMFY UWNTWNY N

intentional detection rules by identifying the underlying behaviors an attacker uses

YMEFY UIJWXNXY J[JS \MJS YMINW YTTQXJY J[TQ[IJX TW YMINYV
YMNX FUUWTFHM \TZQI WJXZQY NS RTWJ IZWFGQJ IJYJHYNT!
KTW SJ\ WZQJX

I9IMJI Y\T YWISIX NS YMNX XIJHYNTS FWJ HTSSJHY
the team to do more rule maintenance, decreasing the number

TK GWTPJS WZQJX 'ZY J[JS \NYM NRUWT[JRJISY X
of broken SIEM rules, it only takes one broken rule for an attack

YT LT ZSSTYNHJI FSI HFZXJ XNLSN*HFSY MFWR



https://medium.com/anton-on-security/detection-engineering-is-painful-and-it-shouldnt-be-part-1-3641d8740458
https://detect.fyi/if-a-log-falls-in-the-siem-does-it-generate-an-alert-my-2025-detection-philosophy-5751c1a0ee56

Detection for
Threat Exposure Management

& WIQFYJI YTUNH STY INWJHYQ” HFUYZWJI NS YMJ IFYF NX H
RFSFLIJRJSY (9*2 ,FWYSJIW NSYWTIZHIL YMI (9*2 KWFRIVTW
TK TZW NSFZLZWFQ WJUTWY .YcX FS NSYJLWFYJI FUUWTFHM
TGOJHYN[IX INXHT[IJW WJIQJ[FSY FXXJYX FSI FYYFHP XZWKFl
WIRJINFYNTS \TWP+T\X [FQNIFYJ JKKJHYN[JSJIXX TK XJHZWN
HWTXX KZSHYNTSFQ YJFRX *KKJHYN[JQ" RFSFLNSL JJUTXZW.
TK MFWIJSNSL UFYHMNSL XJHZWNY” F\AFWJSJXX NIJSYNY”" F

policies and governance, and much more.

8T \MFY ITJIX (9*2 MF[J YT IT A\NYM IJYJHYNTS WZQJX FSI 8.*2
Threat exposure management goes beyond vulnerability scanning and patching,
JXUJHNFQQN \MJS UFYHMJX FWJ YTT HTRUQJ] WJIXTZWHJ NS\
to immediately implement for the remediation of a critical exposure.

,FWYSJIW UTNSYX TZY YMJ NSMJIJWJISY WNXPX TK UFYHMNSL IN

‘ ‘/Iany organizations have experienced outages attributed to patches not
aQt=)H kadzk)Hf H 5ki% z kQ%fa zkat kQ , i_l:%
£

) %kq
t % fAf)QHA@k 4G4 kazks @@kazk@Qzfk % 5

Gartner

We’re Not Patching Our Way Out of Vulnerability Exposure

With this context, SIEM detection rules become
a crucial component to consider when evaluating
potential remediation paths as part of a CTEM program.

© 2025. CardinalOps. | CardinalOps.com



https://www.gartner.com/en/documents/6203187

JIYIJHYNTS KTW YMWJIFY JJUTXZWJ RFSFLJRJSY WJVZNWJX,
cross-functional coordination with adjacent IT

and security teams. With the continuation of the trends
TZYQNSJI NS YMJ UWJI[NTZX XIJHYNTS~AKJIJ\JW GWTPJS 8.*2
rules, higher quality detections that require less manual
YZSNSL"84( WIXTZWHIX FWJ KWJJI ZU KTW RTWJ XYWFYJLNH
UWTOJHYX NS HTQQFGTWFYNTS \NYM YJJFRX WJIJXUTSXNGQJ
KTW UWTFHYN[J UWJ[JSYNTS HTSYWTQKX &SI YMJ IN[NIJSIX
KTW YMJ 84( HFS GJ NRRJSXJ

(MFQQJSLJX YMFY MF[J UFNSJI 84( YJFRX KTW ~J
TZYXNIJ TK YMJ 84( +TW J]JFRUQJ NRUQJRJSYNS
RZQYN KFHYTW FZYMJSYNHFYNTS KWJJX YMJ 84(
on rules to detect phishing. In other cases, detections are more

HTXY JKKJHYN[J FSI QTLNHFQ YT IJUQT”A YMFS U\
+TW J]JFRUQJ XJHZWNSL FZYTRFYJI NSKWFXYW Z I
UWTHJIXXJX WIJVZNWJIX 1JJU NSYJLWFYNTSX \NYM_
and continuous updates to compliance policies. But detection
rules can identify noncompliant resources in the environment,
YWNLLIJWNSL FQIWYX \NYM WZSGTTPX NSXYWZH"
YT XNRUQ” XMZY YMJIR IT\S

9MJ Y\T XHISFWNTX FGT[J FWJ UWNRJ JJFRUQJX TK HTRUJSXFYNSL HTSYWTQX <MJS NYcX STY U

a given security control, a compensating control provides comparable protections from a different layer of the security stack.

2FSFLNSL JJUTXZWJX FSI UWNTWNYN_NSL HTSYWTOQOX FSI FXXJYX WIJVZNWJIX TSLTNSL WNXP EXX
KTW UTYJSYNFQ FYYFHPJW YFHYNHX FSI| YJHMS N @ghaxuntids o \WibrRize Migh-fipa@NPJ 2.97* &99 (0
HTXY JKKJHYN[J WJIJRJINFYNTSX TK WNXPA JJUTXZWJX FWJ TSQA UTXXNGQJ \NYM F ZSN*J| [NJ\ TK

© 2025. CardinalOps. | CardinalOps.com



TTP-Level Threat Intelligence
for Detection and Threat
Exposure Management

&STYMJIW YWJISI STY INWIHYQA NS YMJ WIJUTWY IFYF GZY \TWYM RIJSYNTSNSL NX YMJ LWT\NSL N
9. KJJIX FSI WIJUTWYX NSYT FHYNTSFGQJ XJHZWNY” HTSYWTQX IT\S YT YMJ XUJHN*H FYYFHPJW

WIUTWY HT[JWJlI YMNX KWTR YMJ IJYJHYNTS JSLNSJIJWNSL UJWXUJHYN[J

$ f Pbf)QHk H )H tzkQ f HKk%aEf kfQk Qkf% ky% @=kQ kf% kf?9
to build detection backlog items... often even having to select intelligence
zQ%th zkf% Gz @£ z5

from “Detection Engineering Is Painful (Part 1)”

Security teams rely on threat intelligence in its various forms

KTW NSYJWSFQ WJUTWYNSL
RFPNSL

detection rules that protect against the top priority adversary groups

JIJHZYN[J F\FW FSJI XKF RUFNAESX "OMSV TZHMN XN TISST FZYTRFYNTS YMJ
FSI XTRJ GFXNH GQTHPNSL FHYNTSXY TRNHIRIIMKLEWMR\WIWTWYX YT FXXIXX F YMWJIFYc
\MJS NY HTRJIJX YT TUIJWFYNTSFQN_NSL RTWJIYHAI[FBHHZXBTRUWM IJS[NWTSRJISY FSI IJQN[JWX HZ
NSYJQQNLJISHJI TS FI[JWXFW"A UWTHJIZWJX Y Nady detécBons[td §uickly dedrexsuidtecion-toverage gaps.

as identifying command lines being used by threat actors

. <NYM YMJ UWJIHJINSL XJHYNTScX GWTFIJW HTSHJUY
during an attack.

RFSFLJRJSY NS RNSI \M”A STY J]YJSI YMFY HFUFGNC

YT UWTFHYN[J UWJ[JSYNTS HTSYWTQX$ (FWINSFQ4L
\FA YT JJYWFHY 995 QJ[JQ NSXNLMYX KWTR QXFTQYMNB®S WIUTWZX FYIMEN IX]JUFSINSL TZW 9. 4UX
FSI HWJFYJ YFEWLJYJI WZQJX YT IJYJHY YMT Xecotnorend hraaciiviel gréléntidrsdadtvils BaR deB Yemediate

(FWINSFQ4UX IJQN[IJWJIP FAXTQ AN BS\NYMSL INYMXZWJIX WIQFYJI YT 995X YMFY \JWJ NIJSYN*JI N
leading TI solutions like

To solve this challenge, detection engineers sought an automated

] of the/T| datar
\J HTS[IJWY FI[JWXFW” GIMF[NTWX NSYT FHYNTSFGQJ NSXNLMYX FSI YENQTWJI
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https://medium.com/anton-on-security/detection-engineering-is-painful-and-it-shouldnt-be-part-1-3641d8740458
https://cardinalops.com/use-cases/operationalize-threat-intelligence/
https://marketplace.crowdstrike.com/listings/cardinalops-for-falcon-r-adversary-intelligence-premium

Best Practices for
Detection Posture Management

The insights throughout this report help frame approaches to improving

detection processes  'JQT\ FWJ XJ[JWFQ GJXY UWFHYNHJ WJIJHTRRJSI
KTW JSMFSHNSL IJYJHYNTS HT[JWFLJ FSI 8.*2 WZQJ VZFQNYA"
ATZW 84( MFX TS YMJ TWLFSN_FYNTScX T[IJWFQQ XJHZWNY~* U

"EH k Qt k$ f pf)QHK*H )H t)H ketQp zz z

INPJ RTXY HTSYNSZTZX NRUWT[JRJISY JKKTWYX WJI[NJ\NSL KTZSIFYNTSFQ UWTHJXXJX NX F LWJ
IT\S YT MT\ ATZW YJFR NIJSYN*JX LFUX YMFY WJVZNWJ SJ\ IJYIJHYNTSX RFENSYFNSX JINXYNSL IJ

STV IT ATZ NIJSYNKA JRIWLNSL YMWIFYX KTW GZNQINSL S

FKKIHYN[I TIYIHYNTS JSLNSIIWNSL XYEWMRX RWEMI\TWP X XMTZQI ATZ YWFHP HT[JWFLJ FLFENSX?
systematically identifying relevant threats from TI

XTZWHIX KWFRI\TWPX QNPJ 2.97* &994WIFEIIEWHWIXKWFRINTWPX QNPJ 2.97* &99 (0 XZK*HNJSY

in adversary behavior relevant to your industry and FHZXYTR KWFRJI\TWP YENQTWJI YT ~TZW ZSNVZJ YMWIFY

FYYFHP XZWKFHJX &XPNSL YMJXJ PJA-VF%JI?W}ITJSYXJH\#%Q%JPJTJQTUJI YTIEAS
UWNTWNYN_J FSI NRUQJRJISY WZQJX YMFY FIIWIJXX HZWWJSY

ESI JRIWLNSL WNXPX STV QTSL ITIX NY YFPJ YT 1J[JQTU YJIXY FSI IJUQTA F SJ\

STV IT ATZ YZSI WZQJIX YT WIIZHI KFQXJ UTXNYN[JIX FSI JS

Maintaining existing detection rules is as important FWJ FX MNLM *IJQNY”" FX UTXXNGQJ$

FXIJ[JQTUNSL SJI\ TSIX 7JILZQFW IIYIHMNY UG HIXXIX FWI NS UQFHJI YT NIJSYNKA GWTPJIS WZ(
processes ensure positive returns on efforts to
T\ IT ~ATZ YWFHJ YMJ NRUFHY TK KFQXJ SJLFYN[JX FSI RN

YMWIFYX FKYJW F GWTPJS WZQJ NX *]JI$

build and deploy rules—and your SIEM investments

in general. Lax maintenance processes risk false

BRSNS AR ARSS SRt A UL RS S §'-[r\N?cI'I\"F'I'(%‘]&/'Iy&NYT'P/\I/V NRUFHYX TK HMFSLNSL NSKWFXYWZH)

G MR U (BT TS e/ Uel 2 FSI 8.2 IFYF UNUJQNSJX TS \MJYMJW IJYJHYNTSX \TWP F3
&X ATZ YZSJ FSI WJ*SJ ATZW 8.*2 WZQJIX HTSXNIJW

-T\ FWJ A"TZ RTSNYTWNSL FSI RFESFLNSL KFQXJ UTXNYNI[JX

9T JSXZWJ HTSYNSZTZX NRUWT[IRJISY YK RERISYNPQNIIX YT RENSYENS IJYJHYNTS UWJIHNXNT;

to establish metrics that track detection coverage STV \JQQ IT IJYJHYNTSX UJWKTWR IZWNSL XNRZQFYJI FYYF
FSI JKKIJHYN[JSJIXX 9MJ XUJHN*H 05.X YT RIFXZW]J

\NQQ [FWA KWTR YJFR YT YJFR GzY WXNMIWNK ¢TGWFIIWFLI YNRJ YT IJYJHY YMWJIFYX FSI MT\

WA NTS0s WRIEe DITINER S I i W'\-HI'{\AIYTIQII\%VJ])%_{JY%T]§ZQYX NS+ZJSHJ WZQJ WIJ*SJRJSY FSI UWI
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Embed Detection Engineering into CTEM Programs

. Threat detection expertise helps
YMJ GWTFIJW (9*2 UWTOJHY YJFR NIJSYNKA \MIWJ IJYIJHYNTS HFS UWT[NIJ WJIQJ[FSY HTSYWTQX
FSI ZQYNRFYJQ”A" UWNTWNYN _J FSI WJRJINFYJ WJFQ FYYFHP UFYMX JK*HNJSYQ” FSI JKKJHYN[JQ

(9*2 NX XYNQQ FS JRIWLNSL UWTHJXX XT JRGJIINSL IJYJHYNTS JSLNSJIJWNSL YJFRX NSYT (9*2
TK HTQQFGTWFYNTS \MNQJ UWT[NSL YMJ [FQZJ TK YMJ YMWJFY IJYJHYNTS KZSHYNTS YT YMJ G

Below is a brief overview of the 5 stages of the CTEM process, with guidance on how threat detection teams

can play a key role each step along the way:

O 1 Scoping

.S YMJ *WXY XYFLJ TK (9*2 HWTXX KZSHYNTSFQ XYFPIMTQIIJWX INXHZXX YMJ TWLFSN
reputational impact to establish key priorities. .Y NX YAUNHFQQ” HTRUQJYJI YMWTZLM F ,T[JWSFSHJ 7N
QJSX GZY NYcX F UIWKJHY TUUTWYZSNY” KTW YMWJFY IJYJHYNTS QJFIJWXMNU YT LJ
IJYIHYNTScX WTQJ NS YMJ GWTFIJW UWTLWFR

O 2 Discovery

IMJI XIHTSI XYFLJ NS[TQ[IJX INXHT[JWNSL WJIQJ[FSY FYYFHP XZWKFHJX FXXJYX FSI U’
and other exposure risks. )ZWNSL YMNX XYJU YMJ IJYJHYNTS JSLNSJIJWNSL YJFR HFS LN[J YMJ
NSYT MT\ HZWWJSY 8.*2 WZQJX HFS NIJSYNK”A YMWJIFYX YT JJUTXJI FXXJYX FSI \MJYM

03 Prioritization

This stage involves prioritizing exposures by potential impact to the business and likelihood of exploitation (TQQFGTWFYNTS
GJY\JJIS IJYIJHYNTS JSLNSJIJWNSL XJHZWNY” FWHMNYJHYZWJ [ZQSIJWFGNQNY”™ RFSFL
T\S XZGXJYX TK WIQJI[FSY XIJHZWNYM HTSYWTQX \NYM [FWANSL QJ[JQX TK HTRUQJ]NY
this step requires rigorous discussions of potential controls across security hygiene, hardening, patching, and detections,

\NYM FS ZSIIJWXYFSINSL TK MT\ HTRUJSXFYNSL HTSYWTQX HFS IJQN[JW YMJ RTXY JK*
\MIWJ IJYIJHYNTSX \NQQ FIITWJIXX PJN JJUTXZWJIX I1JYJHYNTS JSLNSJIJWX HFS KTHZX T¢
and SIEM rules.

04 Validation

This stage focuses on validating whether security controls actually mitigate priority exposures . For detection engineering

YIJFRX NYcX FS TUUTWYZSNY”A YT HTQQFGTWFYJ \NYM YMJ GWTFIJW (9*2 UWTOJHY YJ
\MJYMJIW 8.2 WZQJX YWNLLIW JJUIJHYJI FQIJWYX 9MJ WIXZQYX KWTR GWJFHM FYYFHF
WIVZNWJI KZWYMJIW YZSNSL FSI \MIJWJ SJI\ IJYIJHYNTS WZQJX FWJ SJJIJI YT HT[IJW ZS.

05 Mobilization

OMNX XYFLJ KTHZXJX TS RTGNQN_NSL YMJ HWTXX KZSHYNTSFQ YJFR YT Y.FPJ FHYNTS
This involves a range of stakeholders implementing tactical improvements across IT and security to streamline processes,

WJI*SJ WIRJINFYNTS \TWP+T\X FSI *] TYMIJW NXXZJX YT RNYNLFYJ UWNTWNY”" JJUTXZV
NXXZIX \NYM JINXYNSL WZQJX FSI FQIJWY \TWP+T\X FWJ WIXTQ[JI SJ\ IJYJHYNTS WZC
UWTHIXXJIX FWJ WI*SJINIKKIJHYN[JQN WIXYFWYNSL YMJ NYJWFYNI[J (9*2 QNKJH" "HQJ

© 2025. CardinalOps. | CardinalOps.com



CardinalOps Platform Overview
and Key Use Cases

'"FHPJI G XJHZWNY” JJUIWYX \NYM SFYNTS X¥FWN[J]&IWHNGIS NSHQZIJ RFOTW JSYJWUWNXJ 8.*
and a deep bench of threat researchers, 8UQZSP FSI 2NHWTXTKY 8JSYNSJQ YTU *)7 UQFYKT
FSNORSNZR! YFSTHHWNYNHFQ HQTZI XJHZWNY” YTTQX
JIJKJISIIJW 5FQT &QYT 5WNXRF FSI RFS® RTWJ 9MJX
LN[J (FWINSFQ4UX F HTSXTQNIFYJI [NJ\ TK FQQ YMJ

XIJHZWNY~A XYFHP YT JSFGQJ HTSXNXYJSY FSI HTXY

SRRSL FWEELd TR a2 =2l &, TWNIIS FZYTRF\%%TP%'P\\%TNI):(%J&NJJRUYN[JQ" WJIZHJ WNXP FSI UW
(FWINSFQ4UX HTSYNSZTZXQ"N RFUX A"TZW IJYﬂqH NTS FSI UWJ[JSYNTS

e threats that matter most.
HTSYWTQX YT 2.97* &99 (0 KTW HQJFW [NXNGNQNY”A NSYT "TZW YMWJFY
HT[JWFLJ '~ FLLWJLFYNSL IJYJHYNTS HT[JW BRIMNX KXNIHYSNNSLXSHQZIJX FS T[JW[NJ\ TK YMJ YTU Z;
FSI HTSYJ]Y TS FXXJYX FSI UWJ[JSYNTS HTS XWWQ¥XM JRAWWBEBEBGQOUK X UQFYKTWR \NYM PJA KIJFYZV
MIQUX HTSYNSZTZXQ" FXXJIXX FSI WJIIZHJ J]BFKXZ\W B FAYN K S B3N XKYWXTYNTSE TUYNRN_NSL YMWJFY 1JY.
\MFY XJHZWNY” HTSYWTQX ~TZ MF[J \MJYMJW YMJA" \NQQ UWTYJHY FLFNSXY

WIQJ[FSY YMWJIFYX FSI MT\ YT WJRJINFYJ YMJ LFUX

Map and Continuously Expand MITRE ATT&CK Coverage

2FS” TWLFSN_FYNTSX XYNQQ ZXJ RFSZFQ UWTHJIXXJX FSI YTTQX QNPJ XUWJFIXMJJY X
YT J[FQZFYJ YMJIJNW HT[JWFLJ KTW YMJ YIJHMSNVZJX NS YMJ 2.97* &99 (0

KWFRJI\TWP 9MNX RJFSX ATZW ITHZRJSYJI HT[JWFLJ NX TZY TK IFYJ FQRTXY

as soon as the manual mapping is completed. More importantly, it means

ATZW 1JYIJHYNTS JSLNSJIJWNSL YIJFR NX INXYWFHYJI KWTR

UWTOJHYX FSI YFEXPX

(FWINSFQ4UX FZYTRFYNHFQQ” RFUX ~ATZW 8.*2 IFYF YT 2.9
YFHYNHX YJHMSNVZJX FSI XZG YJHMSNVZJX KTW FS NS |.
TK ATZW I1JYJHYNTS UTXYZWJ '~ NSYJLWFYNSL \NYM YMJ S
existing SIEM, the platform pulls in detailed metadata on your detection

WZQJX FSI QTL XTZWHJX \MNQJ A"TZW XJSXNYNI[J IFYF SJ[J

9MJ MIJFYRFU FSI RIYWNHX HFS GJ *QYJWJI YT\FWI XUJHN*H &59 LWTZUX
&99 (0 RFYWNHJX XJHZWNY” QFA"JWX JSIUTNSY SJY\TWP HQTZI .&2 JYH
and covered vs uncovered techniques. This gives you unparalleled clarity

on your current SIEM coverage—and opportunities to expand strategically.
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Close Detection Gaps and Fix Broken, Noisy Rules

&KYJW NIJSYNKANSL PJA TUUTWYZSNYNJIX KT{FWINBES QWX FYIMAYAXIX WM MW ALRIU GA UWTFHYN[JQ
(FWINSFQ4UX IJQN[JWX HZWFYJlI MNLM *1JQNWZ@BIX2 SWZIGNE @R _UW FERQNYNHX UWTHIXXJIX HTSYN
HQTXJ YMJ LFUX 7ZQJX FWJ IJQN[JWJI NS YMSEISAVYALS TV WXXZBXLINLM TRZW 8.*2 WZQJX 9IMTXJ
ATZW 8.*2 FSI FQWJFIA HZXYTRN_JI YT ATZW KSNNR RNXISIYS*LZQFY RWIX YMFY UWJI[JSY FQIWYX K
WJIFIA YT WJI[NJ\ YJIXY FSI UZXM YT ATZW 8.*2Z\NMMVE GIXNYIR FIYK HWWIF 8Z FQOSVY +TTIX YMFY IWT\!
9MNX UWT[NIJX F XYJFIA XYWJIFR TK SJ\ 1JY Jahd NdeShaNZeXsbNaly MFY JSXZWJX

ATZcWJ UWTFHYN[JQA FITWIXXNSL HWNYNHFQ IJYJHYNTS HT[JWFLJ LFUX
'‘ANUNSUTNSYNSL RNXHTS*LZWJI IFYF XT2Z)\

4[JW YNRJ A"TZW JS[NWTSRJSY HMFSLJX NS X;?é?)](\FOI%\;%/%&%ILOElWWTWX FSI TYMJW HTR
FIINSL SJ\ WZQJX ~TZW SJY\TWP GTZSIFW”A XMNKYX XJHZWNY” YTTQX

ZULWFIJ YT YMJ QFYJXY [JWXNTSX FSI RTSNYTWNSL \TWP+T\X HMFSLJ

OIMNX IWNKY HFES QJFI YT GWTPJS WZQJX YMFY>SJ{IW' *WJUQIFINSL YTFUF

KFQXJ XJSXJ TK XJHZWNY” 9MNX WJIJUTWY MNALMOQNLMYXOYMI X NLLSNAHFSY KWNXPX
FXXTHNFYJI \NYM KFQXJ SJLFYN[JX \MJIJWJ FHYN[J YMWJFYX YMFY UJSJYWFYJ
ATZW JS[NWTSRJSY LT ZSSTYNHJI FSI QJFI YT XNLSN*HFSY IFRFLJ

18



Cover Prevention Gaps with Detections

<MJS NYcX NRUWFHYNHFQ TW YTT HTXYQ” YT NRUQJRJISY UWJI[JSYNTS HTSYWTQX

detection rules can serve as compensating controls to mitigate exposure risk.

+TW F IJKJSXJ NS IJUYM FUUWTFHM MF[NSL RZQYNUQJ QFAIWX TK HTSYWTQX NX UWJIJKIJWFGQJ
security teams can proactively prevent a threat from entering the environment,

or respond immediately in the event that a threat does get through the prevention

QFAJW :SKTWYZSFYJQ” TWLFSN_FYNTSX QFHP YMJ ZSN*JI [NXNGNQNY”A FHWTXX UWJ[JSYNTS

and detection controls to identify these opportunities.

CardinalOps unlocks true defense-in-depth across prevention and detection

by identifying areas where deploying detections can compensate for missing

prevention controls. 4ZW FUUWTFHM JSXZWJX YMFY TWLFSN_FYNTSX RFNSYFNS F WTGZXY
XIJHZWNY”N UTXYZWJ J[JS \MJS NIJFQ UWJ[JSYNTS HTSYWTQX HFSSTY GJ KZQQ”" WIJFQN_JI

due to operational or budgetary constraints.

8YFWYNSL \NYM [JYJHYNTSX YMJS ZSNKANSL YMJR \NYM UWJ[JSYNTS HTSYWTQX LN[JX
(FWINSFQ4UX F ZSNVZJ UIJWXUJHYN[J YT MJQU YJFRX HTSYNSZTZXQ" FXXJXX YMJIJNW
JIJUTXZWJ FSI HT[JW UWJ[JSYNTS LFUX \NYM YFWLJYJI IJYJHYNTSX 9MNX XYWFYJL~"
not only enhances visibility into gaps in coverage of relevant exposures

but also supports a dynamic and adaptive defense posture that aligns

\NYM J[TQ[NSL YMWJIFYX FSI TWLFSN_FYNTSFQ UWNTWNYNJX

Operationalize Threat Intelligence

8JHZWNY"N YIJFRX FWJ NSHWJFXNSLQ” GZWIJSJI \NYM GZN
1JKISXIX YMFY UWNTWNYN_J XUJHN*H YMWJFYX WJQJ[FS®
and risk models. Innovations in threat intelligence offerings have been able

YT UWT[NIJ 995 QJ[JQ NSXNLMYX TS YMWJFY FHYTWX FSI
GZY YMJA YAUNHFQQ”A HTRJ ZU XMTWY NS JSFGQNSL 84( Y
TUIJWFYNTSFQN_J YMNX NSYJQQNLJIJSHJ KTW ZXJ NS YMJN

(FWINSFQ4UX RFUX YMJ NSKTWRFYNTS KWTR YMWJFY NS)
&99 (0 KWFRJI\TWPcX YIHMSNVZJX FSI XZGYJHMSNVZJX &
HT[JWFLJ FSI IJYJHYNTS UTXYZWJ (FWINSFQ4UX *QQX FS
rules designed to detect relevant techniques in the report. The platform also

recommends more proactive prevention controls to address exposures related

YT YMJ 995X NSHQZIJI NS 9. WIJUTWYX FSI KJJIX FSI KFHI
WIRJINFYNTS \TWP+T\X

9MJ (FWINSFQ4UX UQFYKTWR FQXT QJ[JWFLJX F HFYFQTL
48.39 YMFY FLLWJLFYJX UZGQNH WJUTWYX FSI FWYNHQ.
NSYJQQNLJISHJ TUJWFYNTSFQN_NSL YMJ NSYJQQNLJISHJ

for your unique environment.

<NYM (FWINSFQ4UX ~TZ HFS GZNQI F UWTFHYN[J YMWJF
\NYM FHYNTSFGQJ YMWJFY NSYJQQNLJSHJ YMFY PJJUX U]
FSI XYWJSLYMJSX "TZW TWLFSN_FYNTScX IJKJSXJ FLENS)
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What Customers Are Saying About CardinalOps
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“Security leaders are dealing with a growing volume and variety

Q kz p%t)f2kEH )H z6kpt af)H kGazz)E kpQGq@
atQ%H k f tG)H)H ke% t kfQk Qp%z5kj% k at )H
helps address the critical need for better processes around

b Hfta@)3)H ka@@kQ kf% z kz p%t)f2kEH )H z6k
priorities, and then moving to mobilization in order to remediate
pbt)f)pa@k ©9qQz %t z5°

JAVIER GARCIA QUINTELA
Global CISO, Repsol

“CardinalOps delivers the strategic expertise and automation
we need to ensure our SOC is operating at maximum
A pf)E H zzkdH k £Ep) Hpas®

CISO
National Stock Exchange

_ 4t )HA@oqzk%azky HkftadaHz QtGaf)QHaA@k Qtk
c@%z6kf)G OfQOLA@ % konazk ©ft G @3kz% Qtf5|
environment, it's not easy for vendors to get their solutions

YHfQkgtQ %pf)QHKkQkafkzpa@ kQky% fkf% 2kqtQ
clO@ £ @k)Hf taf)QHko)f%k " g@ % H=6kaH kf%

VP OF GLOBAL SECURITY ENGINEERING & ARCHITECTURE
Fortune 500 Food & Beverage, Manufacturing



CARDINALOPS

About CardinalOps

(FWINSFQ4UX UWT[NIJX YMJ TSQ” &. UT\JWJI YMWJIFY JJUTXZWJ RFSFLJRJSY UQFYKTWR

YMEFY NSYJLWFYJX GTYM UWJ[JSYNTS FSI IJYJHYNTS HTSYWTQX KTW ZSN*JI [NXNGNQNY” NSYT J
' FLLWJIJLFYNSL IFYF KWTR XJHZWNY” YTTQX FHWTXX RZQYNUQJ ITRFNSX

(FWINSFQ4UX KFHNQN
HTSYJ]Y IWN[JS UWNTWNYN_FYNTS FSI FZYTRFYJI

XFKJ WIRJINFYNTS &HYNTSFGQJ NSXNLMYX °
HTRUJSXFYNSL HTSYWTQX XYWJFRQNSJ HTSXNXYJSY FSI HTXY JKKJHYN[J WIJRJINFYNTS \TWP+T\
to proactively reduce risk and protect you from the threats that matter most.
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